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Task s  at  h an d  
 
St at u s Docu m en t  Re fe r r i n g  po l i cy    
 Docum ent  assignm ent  of  secur it y 

responsibilit y / I SO 
EPHI 1/ 164.308(a) (2)  TBC 

No t  ap p l i cab le I solat ing healt h care clear inghouse 
funct ion 

164.308(a)(4) ( ii) (A)  !  

St a r t ed , ( 1 )  
p r esen t at io n s  ( 2 )  To  
be  d on e Ð m er g e w i t h  
p r i v acy  t r a i n in g  in  
Rasca l . 
 

I nform at ion secur it y awareness and 
t raining process 
 

164.308(a)(5) ( i)  !  

Lan g u age  is av a i lab le  Change in Business Associate 
Agreem ent  

164.308(b)(1,2( i, ii, iii) ,3,4) , 164.314(a)  TBC 

DONE 
Ad ded  t o  EPH I 2  

Em ergency access procedure 164.312(a)(2) ( ii)  !  

St a r t ed , d iscu ss io n  
w i t h  Den t a l  

Group healt h plan 164.314(b)  TBD 

Need  He lp  How t o address st udent s for  
workforce checks 

EPHI 6 TBD 

St a r t ed  Discussions w it h I RB  !  

Ch os in g  v en d o r  t o  
t r a i n  an d  h e lp  co l l ect  
q u est io n n a i r es  f o r  
Ôl im i t ed  accessÕ 

Cont inuing Risk Analysis Updat ed ÔLim ited AccessÕ quest ionnaire  

No t  st a r t ed , ex pect  
m in im al  ch an ges 

Sanct ions policy 164.308(a)(1) ( ii) (C)  TBC 

New  w o r k  Encrypt ion Guidance Docum ent  t o be creat ed TBD 
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I N FORMATI ON  SECURI TY POLI CI ES LI ST  
( Heal t h  I n su r an ce Por t ab i l i t y  an d  Accou n t in g  Act  o f  1 9 9 6 , 4 5  164 .3 1 6( a ,  b ) )  
 
Nu m ber  Po l i cy  n am e HI PAA CFR sect i o n  n u m ber    
EPHI 1 I nform at ion secur it y m anagem ent  process policy 164.308(a)(1) ( i,  ii (A, B) ) ,   

164.308(a)(2) ,  
!   

EPHI 2 I nform at ion access m anagem ent  and cont rol policy 164.308(a)(4) ( i,  ii (B, C)) ,  
164.312(a)(1, 2( i iv) ) ,  
164.312(c) (1, 2) , 
164.312(d) ,  
164.312(e) (1, 2 ( i,  ii) ) )  

!   

EPHI 3 General inform at ion secur it y policy 164.308(a)(5) ( ii) (A, B, D) ,  
164.312(a)(2) ( iii)  

!   

EPHI 4 I nform at ion secur it y :  Audit  and evaluat ion policy 164.308(a)(1) ( ii) (D) ,  
164.308(a)(5) ( ii) (C) ,   
164.308(a)(8) ,  
164.312(b)  

!   

EPHI 5 Workstat ion use and securit y policy 164.310(b, c)  !   
EPHI 6 Workforce secur it y clearance, t erm inat ion and 

aut hor izat ion policy 
164.308(a)(3) ( i,  ii (A, B, C) )  !   

EPHI 7 I nform at ion secur it y :  Backup, dev ice and m edia 
cont rols 

164.310(d)(1, 2 ( i, ii, iii, iv ) )  !   

EPHI 8 I nform at ion secur it y :  Facilit ies access cont rol and 
securit y policy 

164.310(a)(1, 2  ( i, ii, iii, iv ) )  !   

EPHI 9 I nform at ion secur it y :  Disaster cont ingency and 
recovery plan policy 

164.308(a)(7) ( i,  ii (A, B, C, D, E))  !   

EPHI 10 I nform at ion secur it y incident  procedure policy 164.308(a)(6) ( i,  ii)  !   
     
 Sanct ions policy 164.308(a)(1) ( ii) (C)  TBC  
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TBC:  To Be Com plet ed, TBD:  To Be Done 
I N FORMATI ON  SECURI TY STAN DARDS LI ST ( 1 64 .3 1 6 ( b ) )  
 
Nu m ber  Pr o ced u r e  n am e Re fe r r i n g  po l i cy     
I SS1 I nform at ion secur it y r isks standard EPHI 1 !   
     
 
 
 
APPL I CATI ON SECURI TY DOCUMENTS LI ST ( 1 64 .3 16 ( b ) )  
 
Nu m ber  Docu m en t  n am e Re fe r r i n g  po l i cy     
I SD1 Access aut hor izat ion gr id/ rules EPHI 2  !   
I SD2 Cust odian and vendor (non-end-user)  access EPHI 2 !   
I SD3 Generic userI D m anagem ent  EPHI 2 !   
I SD4 Port s, services, f iles protect ion EPHI 3 !   
I SD5 Secur it y Met r ics EPHI 3, EPHI 4, EPHI 10 !   
I SD6 Out sourced asset  inform at ion   !   
I SD7 Physical securit y, m edia securit y , m edia disposal EPHI 8 !   
I SD8 Em ergency access, DR/ backup/ cont ingency  EPHI 9 !   
I SD9 Audit  Mechanism s and Login Process EPHI 4 !   
I SD10 I nform at ion secur it y analysis quest ionnaire EPHI 1, EPHI 4 !   
I SD11 I nform at ion secur it y analysis quest ionnaire (Lim ited 

Access)  
EPHI 1 !   

 
 
 
I N FORMATI ON  SECURI TY PROCEDURES LI ST ( 16 4 .3 16 ( b ) )  
 
Nu m ber  Pr o ced u r e  n am e Re fe r r i n g  po l i cy     
I SP1 Cent er-wide ident if ier creat ion procedure EPHI 2 !   
I SP2 Term inat ion procedure EPHI 2 !   
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I N FORMATI ON  SECURI TY GUI DANCE LI ST ( 1 64 .3 16 ( b ) )  
 
Nu m ber  Gu id an ce  n am e Re fe r r i n g  po l i cy     
I SG1 Good password guidance EPHI 3 !   
 
 
 
 


